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Purpose and Scope 

The purpose of this document is to provide an overview of the information technology (IT) 

resources within Domain Group, and how these are used and managed. This also provides the 

policy outlining Domain Group’s guidelines for using the organisation’s IT resources, including 

internet services, network and equipment. It covers appropriate and inappropriate use of IT 

resources, including acceptable use of social media. This ensures that all staff work to avoid 

inappropriate or illegal use that creates legal or reputational risks for Domain Group. 

This policy applies to all employees, contractors, students and visitors who use the IT 

resources. 

Policy 

At Domain Group, the IT services are outsourced to a reputable IT services company. This 

includes a number of onsite hours every day with remaining hours being supported remotely by 

the same IT services company. The institution’s backup and recovery systems also fall under this 

outsourcing agreement. These services include setting up and managing user profiles, handling 

software and programme management, consulting on IT matters as may be required, and 

troubleshooting any issues that may arise. 

All staff and students have regular contact with Domain Group’s IT resources, usually as a 

requirement of fulfilling their duties. As such, it is essential that staff and students understand the 

appropriate use of the IT resources, as well the risks associated with inappropriate use, to both 

the individual and Domain Group.  

Staff and students should never share their passwords or other personal information with others, 

unless required by Domain Group management and Directors. In some cases, staff can be asked 

to provide their network login details to IT team, to ensure that information stored on their personal 

drive will not be lost. As such, staff should be mindful of the information they store on their 

personal network drive. 

The IT resources refers to the internet, shared network, personal drives, printer and scanner, work 

email, laptops, and work phones (where applicable).  

Appropriate Usage 

Staff and students are advised that they may use the IT resources for the following purposes: 

 To complete their work responsibilities or studies 

 To seek out information that may be used to improve their work or study 

 Limited personal use, including social media, as may be required. 

While staff and students are permitted to use the resources for limited personal use, they are 

required to exercise good judgment in how they may be used, including the websites visited and 

information shared.  
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Staff are also required to remain productive at work. Where it is found that personal use of the 

IT resources is impeding productive work, disciplinary action may be taken.  

All use of internet and network services must comply with Domain Group’s confidentiality and 

data protection policies. Staff and students should always keep their passwords secret, and only 

log into accounts when necessary and from safe devices. 

Inappropriate Usage 

Inappropriate usage of the IT resources may result in disciplinary action against the staff 

member or student.  

Inappropriate usage includes, but is not limited to, the following: 

 Downloading or uploading offensive, violent, obscene or illegal material 

 Invading another staff member or students privacy 

 Sharing confidential or sensitive information to unauthorised recipients 

 Downloading or uploading movies, music, or any other copyrighted material or software 

 Cyberbullying, harassment or stalking 

 Registering a corporate email account with illegal or unsafe websites and services 

 Using dangerous websites that may compromise the security of Domain Group networks 

 Any illegal activity, including hacking, fraud, the exchange of illegal goods or services   

 Disabling or reconfiguring computer software, including anti-virus software 

Social Media 

Staff and students are permitted to access their personal social media accounts through 

Domain Group IT resources. Staff are required to ensure that their use of personal social media 

does not impact on their productivity or efficiency.  

Staff and students must ensure that all views and opinions expressed on social media are 

clearly stated as being held by the individual, and not representative of the company. It is 

advised that in cases where personal views are being shared, particularly publicly, staff include 

a disclaimer such as “All opinions are my own and do not represent the opinions of Domain 

Group.” 

Some staff are required to represent Domain Group through social media, such as managing 

social media channels or responding to queries from prospective students. In these cases, staff 

should adhere to the following guidelines: 

 Be respectful, patient and polite 

 Remember that social media posts and messages from Domain Group’s accounts are 

representative of the institution, so should reflect the values of Domain Group 

 Adhere to relevant policies and legislation, particularly confidentiality and data protection 

 Escalate any sensitive and potentially negative comments or feedback as soon as they 

have been identified 


